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I. Introduction 

This guide is for users who have an Individuals Authorized Access to the CMS Computer Services (IACS) account with a 
Physician Value – Physician Quality Reporting System (PV-PQRS) role. This guide provides step-by-step instructions on 
how users can sign up for an Enterprise Identity Data Management (EIDM) account in order to access the ‘Physician 
Quality and Value Programs’ application in the CMS Enterprise Portal. 

Note: Do not use this guide (1) if you already have an EIDM account or (2) if you do not have an IACS account 
with a PV-PQRS role. Please visit http://www.cms.gov/Medicare/Medicare-Fee-for-Service-
Payment/PhysicianFeedbackProgram/Obtain-2013-QRUR.html to determine which guide you should use based 
on your needs.  

By July 13, 2015, users with existing IACS accounts will be migrated to the EIDM. Please follow the instructions in this 
guide in order to sign up for an EIDM account through the CMS Enterprise Portal. Depending on the role you had in 
IACS, you will be allowed to perform the same tasks in the CMS Enterprise Portal that you were able to perform with 
your IACS account.   
 
• Security Official role: The Security Official role in the EIDM allows the user to perform the following tasks on 

behalf of a group practice: 
o Register the group practice to participate in the Physician Quality Reporting System (PQRS) Group Practice 

Reporting Option (GPRO);  
o Obtain the group practice’s Mid-Year and Annual Quality and Resource User Report (QRUR), Supplemental 

QRUR, and PQRS Feedback Report;  
o Submit an informal review request on behalf of the group practice; and  
o Approve requests for the ‘Group Representative’ role in the EIDM.  

 
• Group Representative role: The Group Representative role in the EIDM allows the user to perform the following 

tasks on behalf of a group practice: 
o Register the group practice to participate in the PQRS GPRO; 
o Obtain the group practice’s Mid-Year and Annual QRUR, Supplemental QRUR, and PQRS Feedback Report; and 
o Submit an informal review request on behalf of the group practice. 

 
• Individual Practitioner role: The Individual Practitioner role in the EIDM allows the user to perform the following 

tasks on behalf of a solo practitioner: 
o Obtain the solo practitioner’s Mid-Year and Annual QRUR, Supplemental QRUR, and PQRS Feedback Report; 

and  
o Approve requests for the ‘Individual Practitioner Representative’ role in the EIDM. 
 

• Individual Practitioner Representative role: The Individual Representative role in the EIDM allows the user to 
perform the following task on behalf of the solo practitioner: 
o Obtain a solo practitioner’s Mid-Year and Annual QRUR, Supplemental QRUR and PQRS Feedback Report. 
 

 
 
Information about registering to participate in the PQRS GPRO and obtaining QRURs is available 
at http://www.cms.gov/PhysicianFeedbackProgram.  

 
 
 

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST 
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Step-by-Step Instructions: You have twenty-five (25) minutes to complete each screen (unless a different time is noted 
on the screen). Otherwise, you will lose all of the information you filled in and will need to start the process again. 

II. Questions 
 
For questions about setting up an EIDM account, please contact the QualityNet Help Desk at: 

• Monday – Friday: 8:00 am – 8:00 pm EST  
• Phone: (866) 288-8912 (TTY 1-877-715-6222) 
• Email: qnetsupport@hcqis.org  

 
For additional information on how to complete the EIDM account setup for the users migrating from the IACS to access 
the ‘Physician Quality and Value Programs’ application using the EIDM, please 
visit http://www.cms.gov/Medicare/Medicare-Fee-For-Service-Payment/PhysicianFeedbackProgram/Obtain-2013-
QRUR.html.  
 

III. Table of Content  
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IV. Setting-up an EIDM Account for Migrated IACS User – Please follow each step listed below 
unless otherwise noted. 

Steps Screenshots 
1. Go to https://portal.cms.gov and select 

Login to CMS Secure Portal. 
 
Note: The CMS Enterprise Portal supports 
the following internet browsers:  
• Internet Explorer 8 (without 

compatibility mode) 
• Internet Explorer 9 (without 

compatibility mode) 
• Internet Explorer 10 (without 

compatibility mode) 
• Mozilla-Firefox 
• Chrome 
• Safari 
 
Enable JavaScript and adjust any zoom 
features to ensure you are not seeing the 
screen in too wide of a view. 

 

 
 

2. Read the Terms and Conditions and 
select I Accept to continue. 

 

 
 

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST 
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Steps Screenshots 
3. Enter the following Information and 

select Log In: 
o IACS User ID 
o IACS Password 

 
Note: If your password is less than eight 
(8) characters in IACS, then a new 
password will be assigned. The new 
password will be upper case of first letter 
on last name, lowercase second letter of 
last name and last six (6) digits of your 
Social Security Number. 
 
 

 

 
 

4. Select Next on the Welcome to EIDM 
screen to begin creating your EIDM 
account.  

 

 
 

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST 
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Steps Screenshots 
5. Read the Terms and Conditions. 

Select the I agree to the terms and 
conditions checkbox and select Next. 
 

Note: Next will be enabled only after 
checking the I agree to the terms and 
conditions checkbox. 

 

 
 

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST 
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Steps Screenshots 
6. In the Your Information section, the 

following fields will be pre-populated 
with the corresponding information 
from your IACS account : 

o First Name 
o Last Name 
o E-mail Address 
o Confirm E-mail Address 
o Social Security Number 
o Date of Birth 
 

Review all pre-populated information 
and enter the following required 
information: 

o Home Address Line 1 
o City 
o State 
o Zip Code 
o Primary Phone Number 

 
After all required fields are completed, 
select Next. 

 
Note: You will be required to add the 
address information associated with your 
account. All other information cannot be 
edited on this screen. However, once your 
EIDM account has been established, you 
will be able to update the email address 
associated with your account by navigating 
to the Your Profile screen and completing 
the appropriate steps.     

 
 

 
 

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST 
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Steps Screenshots 
7.  (a) Create your EIDM Password. 
 
Note: Your EIDM Password must be a 
minimum of eight (8) and a maximum of 
twenty (20) characters in length. It must 
contain at least one (1) letter, one (1) 
number, one (1) uppercase letter, and one 
(1) lowercase letter. It cannot contain your 
User ID and the following special 
characters may not be used: ?, <, >, (, ), ', 
", /, |, and &. Your password must be 
changed at least every 60 days and can 
only be changed once a day." 
 

(b)  Select and provide the answer to 
three (3) challenge questions under 
Select your Challenge Questions and 
Answers section. 
 

       (c)  Select Next 

 

 
 

8. Your registration for an EIDM account 
is now complete. You will receive an 
E-mail acknowledging your successful 
account creation with your EIDM User 
ID. 
 
Select OK to navigate to the CMS 
Enterprise Portal in order to access the 
Physician Quality and Value 
Programs application. 
 

Note: Wait approximately five (5) minutes 
before logging in to the portal with your 
EIDM User ID and EIDM Password. 

 

 
 

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST 
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Steps Screenshots 
Multi-Factor Authentication (MFA) 

Follow steps 9 to 14 to register for MFA. MFA is an approach to security authentication which requires users to provide 
more than one form of verification in order to prove their identity. MFA registration is required only once when you are 
requesting a user role, but will be verified every time you log into the CMS Enterprise Portal. Additional information on 

how the MFA process works can be found at http://www.cms.gov/Medicare/Medicare-Fee-for-Service-
Payment/PhysicianFeedbackProgram/Obtain-2013-QRUR.html. 

9. Log In to the CMS Enterprise 
Portal. 
Enter the following information and 
select Log In:  

a. EIDM User ID 
b. EIDM Password 

 
Note: Multi-Factor Authentication (MFA) 
is a new approach to security 
authentication which will help improve 
CMS’ ability to reduce fraud and ensure 
system security. It requires users to 
provide more than one form of verification 
in order to prove their identity in order to 
access certain information provided via the 
‘Physician Quality and Value Programs’ 
application.  

 

 
 

10. Select Username and then select My 
Profile from drop-down menu. 

 

 
 

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST 

8 

http://www.cms.gov/Medicare/Medicare-Fee-for-Service-Payment/PhysicianFeedbackProgram/Obtain-2013-QRUR.html
http://www.cms.gov/Medicare/Medicare-Fee-for-Service-Payment/PhysicianFeedbackProgram/Obtain-2013-QRUR.html


Guide for Completing EIDM Account setup for Migrating IACS Users 
 

Steps Screenshots 
11. Under Change My Profile, select 

Register Your Phone, Computer, or 
E-mail. 

 

 
 

12. Read the Register Your Phone, 
Computer, or E-mail notification and 
then select an option from the 
Credential Type drop-down menu. 

 
Note: Regardless of the mechanism you 
choose, you will have thirty (30) minutes to 
retrieve and enter the Security Code. If you 
are unable to enter the code within thirty 
(30) minutes, then the code will expire and 
you will need to request a new Security 
Code.  If selecting 
Phone/Tablet/PC/Laptop as Credential 
Type, you will first need to ensure you have 
the VIP Client and appropriate VIP Access 
software downloaded to your device.  The 
VIP Client and VIP Access software can be 
downloaded via the Symantec Site (direct 
link is provided on your screen). If the VIP 
Client and VIP Access software is not 
installed on your device, you will be 
unable to complete the Multi-Factor 
Authentication process.   
 

 

 
 

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST 
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Steps Screenshots 
13. (a) If selecting 

Phone/Tablet/PC/Laptop as 
Credential Type, enter the 
alphanumeric code that displays under 
the field label Credential ID as 
Credential ID and Application as the 
Credential Description. 

OR 
(b) If selecting E-mail – One Time 
Password (OTP) as Credential Type, 
the E-mail associated with the EIDM 
account will be entered as E-mail 
Address to obtain the security code. 
Enter E-mail as the Credential 
Description. 

OR 
(c) If selecting Text Message – Short 
Message service (SMS) as Credential 
Type, enter the Phone Number that 
will be used to obtain the security code 
as Phone Number and Text as the 
Credential Description. 

OR 
(d) If selecting Voice Message – 
Interactive Voice Response (IVR) as 
Credential Type, enter the Phone 
Number that will be used to obtain the 
security code as Phone Number and 
IVR as Credential Description. 
 

Select Next to continue. 
 

 

 

+  
 

14. Your registration for the Multi-Factor 
Authentication is now complete.  
Select OK to proceed to the My 
Profile landing screen. 

 
Note: You will receive an E-mail 
notification for successfully registering the 
MFA credential type. 

 

 
 

 

  

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST 

10 



Guide for Completing EIDM Account setup for Migrating IACS Users 
 

V. Completing the Multi-Factor Authentication (MFA) – Multi-Factor Authentication will need 
to be completed each time you log into the CMS Enterprise Portal. Additional information on 
how the MFA process works can be found at http://www.cms.gov/Medicare/Medicare-Fee-
for-Service-Payment/PhysicianFeedbackProgram/Obtain-2013-QRUR.html. 

Steps Screenshots  
15. Log In to the CMS Enterprise Portal. 

Enter the following information and 
select Log In:  

a. EIDM User ID 
b. EIDM Password 

 
Note: Multi-Factor Authentication (MFA) 
is a new approach to security 
authentication which will help improve 
CMS’ ability to reduce fraud and ensure 
system security.  It requires users to provide 
more than one form of verification in order 
to prove their identity to access certain 
information provided via the ‘Physician 
Quality and Value Programs’ application. 
MFA registration is required only once 
when you are requesting a role but will be 
verified at every logon. 
 

 

 
 

16. Select Registration (to register for the 
PQRS GPRO), Feedback Reports (to 
obtain a Mid-Year or Annual QRUR, 
Supplemental QRUR, or PQRS 
Feedback Report), or VM Informal 
Review (to submit an informal review 
request on behalf of a group practice) 
from the PV-PQRS drop-down menu.  

 
Note: You will be re-directed to the Multi-
Factor Authentication Terms and 
Conditions screen in order to complete the 
second portion of the Multi-Factor 
Authentication process. 

 

 
 

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST 
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Steps Screenshots  
17. Read the Terms and Conditions and 

select I Accept. 
 

 
 

18. Enter your EIDM User ID and EIDM 
Password on the Multi-Factor 
Authentication Login screen and 
select Next. 

 

 
 

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
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Steps Screenshots  
19. (a) Select the Credential Type from the 

drop-down menu and then select Send 
to receive a Security Code. 

 
Note: You previously registered to complete 
the MFA process. Please ensure that you 
select the same Credential Type you 
selected when registering for the MFA 
process in Step 13. If you select a different 
Credential Type, you will receive an error 
message stating you did not register to 
complete MFA using the selected option 
and you will be unable to proceed.  If you 
may have forgotten the Credential Type you 
selected, you may (1) retrieve the E-mail 
received upon successfully registering for 
MFA or (2) navigate to My Profile and 
select Remove Your Phone or Computer 
for this information. Selecting Remove 
Your Phone or Computer will display the 
Credential Type you selected to complete 
the MFA process.   
 

(b) Enter the Security Code (VIP 
Token) and then select Log In. 

 
Note: You will have thirty (30) minutes to 
retrieve and enter the Security Code. If you 
are unable to enter the code within thirty 
(30) minutes, then the code will expire and 
you will need to request a new Security 
Code. 

 

 
 

20. The Multi-Factor Authentication 
process is now complete. You will be 
redirected to your initial selection 
(Registration, Feedback Reports, or VM 
Informal Review [for group practices 
only]) within the PV-PQRS drop-down 
menu. 

 
 
 

 

If you have questions about the or need assistance accessing any of the reports, please contact the QualityNet Help Desk by phone at 866-
288-8912. Normal business hours are Monday-Friday from 8 am to 8 pm EST 
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